
Oracle Secure Database Connectivity 
 
This document describes how to configure your Oracle client to make secure network connections to the Cal Poly 
data warehouse databases.  Using this option ensures that database communications are encrypted on the 
network.  If someone were to audit the network traffic they would see random, undecipherable data rather than 
the normal SQL commands and other database communications that would be visible on an unencrypted 
connection. 
 
Enabling Encrypted Database Connections 
 
Encryption is enabled by adding several configuration parameters to your client’s sqlnet.ora file.  Use the following 
instructions to enable your Oracle client to make a secure connection to the data warehouse databases. 
 
1.  Navigate to your Oracle client’s network admin directory.  As an example, on a Windows workstation with an 
11g Oracle client your sqlnet.ora file might be located at C:\oracle\product\11.2\client\NETWORK\ADMIN.   
 

NOTE:  If the sqlnet.ora file isn’t there, check to see if the TNS_ADMIN environment variable is set in System 
Properties.  To check the variable, open the Windows control panel and double-click “System” or right-click on My 
Computer and choose “Properties”.  Click on the “Advanced” tab in the System Properties window and then click on 
the “Environmental Variables” button.  If the TNS_ADMIN variable is set under “System variables” then navigate to 
that directory to locate your sqlnet.ora file. 

 
2.  If the sqlnet.ora file already exists, make a backup copy of it in case you need to revert the changes you’re 
about to make. 
 

NOTE:  If your sqlnet.ora file already exists and has the SQLNET.ENCRYPTION_CLIENT parameter set to the value of 
‘REJECTED’ then your client may be configured to communicate with other databases that are managed by non-ITS 
database administrators that disallow the use of encrypted database connections.  Please contact us at 
dbaadmin@calpoly.edu to see if encrypting your database connection is still an option for you. 

 
3.  Edit the sqlnet.ora file, adding the following lines.   If entries for any of these items already exist, change their 
values to what is described below.  If the sqlnet.ora file does not exist, simply create a new one with just the 
following lines: 
 

 
SQLNET.CRYPTO_CHECKSUM_CLIENT = accepted 
SQLNET.CRYPTO_CHECKSUM_TYPES_CLIENT= (SHA1) 
SQLNET.CRYPTO_SEED = 'insert_your_63_character_encryption_seed_here' 
SQLNET.ENCRYPTION_CLIENT = accepted 
SQLNET.ENCRYPTION_TYPES_CLIENT= (AES256) 
 

 
This process will require that you acquire a unique encryption seed.  Using a web browser, go to 
https://www.grc.com/passwords.htm and copy the third string that will appear in the middle of the page, titled 
“63 random alpha-numeric characters (a-z, A-Z, 0-9)”.  This string will be 63 characters long, using numbers and 
letters only (no special characters).  The grc.com web page will generate a new encryption seed each time the page 
is refreshed.  Each client should use a different encryption seed value.  Use the unique encryption seed value to fill 
in the parameter for “SQLNET.CRYPTO_SEED”. 
 
After making the changes described above to the sqlnet.ora file, new database connections from your client will be 
encrypted.  If you’d like to verify that your connection is encrypted, refer to the document “Testing Encrypted 
Database Connections.” 
 
Questions or Concerns 
 
If at any point during this process you have any questions or concerns or are unsure of what steps to take, please 
contact the ITS Database Administrators via email at dbaadmin@calpoly.edu. 
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