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M EM OR AN DU M  

May 4, 2020 

TO: Dustin Stegner, Academic Senate chair 
CC: Keith Abney (PHIL), Ken Brown (PHIL), Bruce DeBruhl (CSSE), Patrick Lin (PHIL), Zachary 

Rentz (PHIL), Parker Ornellas (PHIL) 
FROM: Ryan Jenkins (PHIL) 
SUBJECT: Technology ethics review: GradImages facial recognition at graduation ceremony 

Executive Summary 

Below we present an analysis of the ethical risks presented by GradImages’ facial recognition technology 
deployed at Cal Poly’s graduation ceremonies. We acknowledge the benefits of such a program. But we 
also identify several ethical risks: 

• GradImages collects photos of Cal Poly students’ faces, which are Level 1 Data according to 
Cal Poly’s own data classification. However, GradImages’ data protection practices are 
markedly inadequate. 

• GradImages admits to transferring these data to other unspecified third parties and makes 
these pictures available on a public-facing webpage, searchable by student name. 

• Students and other attendees could not reasonably know this is happening and there is no 
clear way to opt-out, even on GradImages’ website. 

• We identify the potential for serious harm, e.g., by stalkers or abusers. 
• We suspect the data will also prove attractive for law enforcement, which endangers Cal 

Poly’s commitment to establishing a safe space for undocumented and other vulnerable 
students. 

• We believe this program poses significant PR risks and, potentially, legal risks. 

We judge the case of GradImages to be a “yellow light” for ethical risk. While these risks are substantial, 
they are not insurmountable. Below, we provide suggestions for how these risks can be managed. In 
sum, Cal Poly and GradImages should take substantive steps to inform graduates this is taking place, 
make opting-out easier and effective, and disclose their data stewardship policies, with all deliberate 
speed. If these steps are impossible system, we recommend Cal Poly consider changing vendors to one 
who is able to meet a minimal ethical threshold for data collection, transfer, and distribution. 
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In Appendix A, we provide a general philosophical discussion of the nature and value of privacy as a 
primer. In Appendix B, we provide background on the accelerating controversies over facial recognition 
on college campuses nationwide, which Cal Poly would be wise to note. 

Our Understanding of the Situation 

Our understanding of the situation is this: Cal Poly has contracted with GradImages 
(https://www.gradimages.com), a third-party vendor who takes photos of students at graduation and 
makes them available to graduates and the public. GradImages takes photos of students who “cross the 
stage” to receive their degree, photos of people in the audience, and candid photos of students before 
and after the ceremony. GradImages uses facial recognition to identify the people in these photos. The 
photos are then emailed to the people who are identified. Moreover, the photos are made available on 
a public-facing website, GradImages.com, where anyone can search for a student by last name, 
university, and graduation year. 

What follows is an initial assessment, raising preliminary concerns, premised on this understanding. We 
do not have investigative powers, though we think these risks — including PR and legal risks1 — are 
significant enough that they merit further due diligence by Cal Poly. 

Benefits 

The benefits of this program are clear, if relatively minor. We believe that the risks of such a system, 
however, greatly outweigh these benefits. 

GradImages boasts that their program makes available PR photos for the university and easily 
identifiable photos for graduates, family members, etc. Typically, these photos would be “put into a 
large ‘gallery’ with hundreds of other PR images, and graduates often need to browse through them all 
in order to find their own.”2 According to GradImages: 

“There are several instances during commencements where this technology is valuable: 

1 While we are not charged with rendering legal advice, and nothing in this memo should be construed as such, in 
our preliminary assessment, there is some risk — and potentially significant risk — of legal exposure through this 
program under the California Consumer Privacy Act (CCPA), with the possibility of a significant number of harmed 
individuals. This risk of legal exposure should be carefully weighed against the benefits that Cal Poly stands to gain 
from implementing this system, which we gauge to be relatively minor. It may be prudent, therefore, to suspend 
this program awaiting a full and careful legal analysis, and the procurement of guarantees from GradImages that 
they are in compliance with relevant laws, including CCPA. 
2 “How GradImages' facial recognition technology works.” <https://resources.gradimages.com/how-gradimages-
facial-recognition-technology-works> GradImages.com. Accessed 2/17/20. 
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• Small group pictures taken of a graduate with family and friends; 
• PR images taken during the ceremony, when our photographers must be discrete.”3 

Analysis of GradImages 

In Appendix A, we outline our understanding of the nature and value of privacy. Evaluating the impact of 
technologies with privacy implications, we suggest, requires answering questions that can be grouped as 
follows: 

1. What particular data are being collected? How sensitive are these data? 
2. Do users know — or could they reasonably know — that their data are being taken, stored, and 

used? 
3. Who owns and controls the data, and how responsible are they? How long are the data stored? 

Could the data be transferred to third parties who are untrustworthy? 
4. What are the data used for? What is the risk of unintended harm? Is there a potential for abuse 

by employees, the public, or the government? 
5. How do the most vulnerable users, i.e. those who might have good reasons to conceal their 

whereabouts, or underrepresented minorities, stand to be affected? 
6. Whose personal information might be collected “incidentally,” i.e. who are the bystanders who 

could also be affected? 

An analysis of GradImages with regard to each of these questions follows. 

1. What particular data are being collected? How sensitive are these data? 

• GradImages is capturing students’ faces and linking them to their names. These data are highly 
sensitive and count as Level 1 data under Cal Poly’s data classification system. 

GradImages is capturing one of the most sensitive pieces of someone’s identity: facial recognition is 
highly invasive, since there is no way to simply leave one’s face at home.4 “Unlike other forms of 
personal data… facial data lends itself to constant and permanent surveillance.”5 Because a person’s 

3 Ibid. 
4 In addition, we believe that GradImages is also in possession of student email addresses, in order for them to be 
able to email photos to students after identifying them. 
5 Andrejevic, Mark, and Neil Selwyn. “Facial Recognition Technology in Schools: Critical Questions and Concerns.” 
Learning, Media and Technology, 2019, pp. 1–14., doi:10.1080/17439884.2020.1686014. 
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face counts as biometric data,6 GradImages is collecting what Cal Poly considers Level 1 data, which it 
classes as Highly Sensitive and Personally Identifiable Information (PII).7 According to Cal Poly: 

High [Level 1 data] - An unauthorized disclosure, compromise or destruction would result in 
severe damage to Cal Poly, its students, or employees. Violation of statutes, regulations, or 
other legal obligations, financial loss, damage to Cal Poly’s reputation, and possible legal action 
could occur. 

We agree with Cal Poly’s own determinations that these data are of the highest sensitivity. We concur 
further below (see question #3) that unauthorized release or irresponsible use of these data could cause 
severe damage to Cal Poly and its students. For this reason, we find it extremely troubling that the data 
collected by GradImages are made freely available to the public. This should be alarming to Cal Poly, 
and provides sufficient ethical reason to revisit the terms of their contract with GradImages and the 
assurances provided by GradImages therein. 

• Manage: Cal Poly should confirm that GradImages’ capture of student faces is consistent with 
Level 1 data safeguards. They should also confirm that GradImages’ practices and handling of 
these data, including the transfer of such data to undisclosed third parties, is consistent with 
Level 1 data safeguards. 

2. Do users know — or could they reasonably know — that their data are being taken, 
stored, and used? 

• Students should know their picture is being taken and their name is being read. They probably 
do not know that their picture is being linked to their name and made available on a publicly-
facing website. 

6 Most authors are clear that faces count as biometric data, which Cal Poly labels as highly sensitive. See, for 
example: “Biometric identifiers are the distinctive, measurable characteristics used to label and describe 
individuals. Biometric identifiers are often categorized as physiological versus behavioral characteristics. 
Physiological characteristics are related to the shape of the body.” Biometrics. Wikipedia. 
<https://en.wikipedia.org/wiki/Biometrics> Accessed 2/21/20. See also Jain, Anil, Lin Hong, and Sharath Pankanti. 
“Biometric identification.” Communications of the ACM 43.2 (2000): 90-98; and Jain, Anil K., Patrick Flynn, and 
Arun A. Ross, eds. Handbook of biometrics. Springer Science & Business Media, 2007. Finally, see the GDPR, which 
defines biometric data as “personal data resulting from specific technical processing relating to the physical, 
physiological or behavioural characteristics of a natural person, which allow or confirm the unique identification of 
that natural person, such as facial images…” GDPR, Article 4 (14). <https://gdpr-info.eu/art-4-gdpr/> Accessed 
2/21/20. 
7 “Information Classification and Handling Standard - Section B”. Cal Poly. 
<https://security.calpoly.edu/content/policies/standards/classification/section_b> Accessed 2/21/20. 
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On the one hand, the GradImages system uses photos of students taken during a ceremony they are not 
required to attend. Students’ names are being called out as they cross the stage, so their identity is 
already being publicized. Students have little room to complain if, say, someone in the audience is able 
to recall that they were at the ceremony. 

On the other hand, students could not reasonably expect that they would be handing over data 
indefinitely to a private corporation who then transfers it to others, and who have no effective opt-out 
policy. In conversations, students called this system “creepy” and “invasive.”8 Students might not have 
realized that these pictures would be made available on a public-facing website, i.e. requiring no 
authentication before retrieving a picture of any graduate. Thus, there are significant — though not 
insurmountable — ethical concerns with this system. 

• Manage: Cal Poly should inform students that their decision to attend graduation will entail 
their subjection to the use of facial recognition technology. For this notice to be meaningful, 
students should also be made aware that their data will be made available publicly by 
GradImages. 

• Manage: We urge that GradImages should require authentication from users, e.g. in the form of 
a PIN or password, before allowing users to access college graduation photos. (GradImages’ 
partner website, TeamPhotoNetwork, which publishes high school class photos, requires users 
to log in with a “password” or “PIN.”9) 

3. Who owns and controls the data, and how responsible are they? How long are the 
data stored? Could the data be transferred to third parties who are untrustworthy? 

• GradImages’ data stewardship policies, insofar as they are described publicly, are seriously 
deficient and cause for profound concern. This includes their handling of financial information, 
location data, and faceprints, among other data. Their data policies are vague, seem to 
misrepresent their business, and fail to meet industry-standard best practices. 

8 Anecdotally: When explaining GradImages to students at Cal Poly, many failed to see the benefit, and responded 
with confusion. Even after explaining that the intention was for convenience, many students doubted that the 
convenience offered was sufficient justification to use facial recognition. Additionally, GradImages has been used 
for high school ceremonies that included Cal Poly students. When displaying the technology that GradImages 
possess to current Cal Poly students, students who were in the system from their high school graduation found it 
“creepy” or “invasive.” 
9 GradImages. No Title. <https://www.teamphotonetwork.com/QPPlus/search/2/bigpics> Accessed 2/20/20. 
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A company’s privacy policy is intended to disclose their practices for data collection, data sharing, data 
processing, and data storage. When reviewing GradImages’ privacy policy, we found several aspects that 
did not meet industry standard best practices, i.e. Fair Information Practices (FIPs).10 

First, FIPs encourages collection limitation of data that could be uniquely identifying or identifying in 
connection with other information. GradImages’s mobile app collects various data including which are 
surely personally identifying and highly sensitive.11 They also provide no explanation for why collecting 
these data is relevant. This seems like a clear unnecessary overreach of data collection. 

There is also a lack of clarity about transparency. It is unclear whether students who are included in the 
dataset are given any option to opt-out of participating in having their picture taken. It is also unclear 
how student information is stored prior to them visiting the site and receiving the privacy policy. This 
seems like a lack of participation and a choice for users. 

The use limitation around third party data seems suspect also. GradImages says, “We may also share 
your credit card information in an anonymized manner with our business partners to create profiles to 
help us better market to our users.” This is ill-defined, and we have considerable questions about how 
credit card data can be anonymized appropriately and sold. This seems difficult or downright impossible 
given current data anonymization techniques. 

Furthermore, GradImages’ privacy policy explicitly states that they do not collect certain information 
that is protected in California. This includes race, physical disability, gender, faceprints, and electronic 
sensory information. However, in order to have facial recognition, you must have a faceprint. This is 
simply how facial recognition software works. Furthermore, considerable work has been done in 
academic literature on using faceprints to predict race and gender. Therefore, GradImages could 
conceivably process the faceprints they do not claim to have to infer other information they do not 
claim to have. This is at least a further lack of transparency — at worst: incompetence or simple 
dishonesty. 

10 The requirements for privacy policies have varied over time but are becoming more uniform with broad 
California legislation known as the California Consumer Privacy Act and the EU's General Data Protection 
Regulation. Both of these laws lean on, to varying extents, the long-standing fair information practices (FIPs). The 
OECD lists the FIPs as Transparency, Purpose Specification, Collection limitation, Use Limitation, Individual 
Participation, Data Quality, Security, and Accountability. 
11 These include, but are certainly not limited to: geolocation data, mobile device universally unique ID, carrier 
information, hardware and processor information, and network type. Geolocation data is collected for “certain 
features” of their mobile application, which are not explicitly identified. Furthermore, this information can be 
extremely personal and revealing, for example, they could reveal if a user is visiting a medical facility, attorney’s 
office, or other fiduciary. GradImages does guarantee that they only collect this data while the app is running, but 
do not provide any clarity on whether this includes applications that continue to run in the background. 
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The accidental release of data is certainly a serious concern, but it is also the exception to the rule. 
Mundane occurrences in the corporate world — such as intentional data transfer between partnered 
companies — can also have consequences that are significant cause for concern. For example, in the 
event that GradImages goes bankrupt or is acquired, they could transfer of their assets — including 
these data — to another company, say, one that processes mugshots, or that has lax ethical safeguards. 
GradImages’ privacy policy explicitly warns users of this: 

As we develop our businesses, we might sell or buy businesses or assets. In the event of a 
corporate sale, merger, reorganization, sale of assets, dissolution, or similar event, the 
Information [i.e. photos of student faces] may be part of the transferred assets.12 

This underscores the concern that to hand over data to a third party is to effectively surrender control of 
it forever. 

The privacy policy provided by GradImages is not encouraging. Under the heading, “Do Not Sell My 
Personal Information,” GradImages states: 

…Currently, we do not share your personal information in a manner that would be considered 
a sale under CCPA. We only disclose your personal information to our service providers 
pursuant to contracts that prohibit the service provider from using your personal information 
for any purpose other than those services specified in the contract.13 

GradImages says they identify the faces in photos by “partnering with a leading company in the image 
recognition industry”14 whose identity they do not disclose. Under their privacy policy, GradImages 
notes that they may “contribute user information to cooperative databases,” whatever that includes; 
and mentions that their data could be stored or transferred outside the United States, “where the 
privacy laws may not be as protective as those in your country of origin.” 

Our understanding is that GradImages uses facial recognition to email graduation photos to the people 
who are identified in those photos. If this is correct, then there are significant worries about false 
positives, i.e. students receiving photos of someone else.15 This is not just creepy, but again raises 
privacy concerns — and possible identity theft risk, if a malicious actor needed a doppelganger. 

12 “Privacy Policy.” GradImages. <https://www.gradimages.com/Home/Privacy> Accessed 2/24/20. 
13 GradImages. “Do Not Sell My Personal Information.” 
<https://www.gradimages.com/Home/DoNotSellMyInformation> Accessed 2/21/20. 
14 GradImages. “How GradImages Facial Recognition Technology Works.” https://resources.gradimages.com/how-
gradimages-facial-recognition-technology-works> 
15 On a related note, it is not clear how GradImages is able to match faces with identities, given that a large 
database of faces is typically required to do this reliably. Even though Cal Poly has a database of nearly every 

7 

https://resources.gradimages.com/how
https://www.gradimages.com/Home/DoNotSellMyInformation
https://www.gradimages.com/Home/Privacy
https://contract.13
https://assets.12


 
 
 

  

 
   

    
     

    
 

                  
 

 
      

    
 

           
        

      
     

   
          

      
  

 
                     

            
            

               
             

       
             

   
                    

         
     

             
 

               
           

   

11111 Ethics+ Emerging 
Sciences Group CALPoLY 

Even if our understanding is mistaken, it is also important to note that these photos are easily 
searchable on the company’s website. At GradImages.com, anyone can, without authentication, search 
for students who graduated recently. This is disturbing on its own, not to mention these data could be 
“scraped” (or downloaded in bulk) by malicious third parties. 

4. What are the data used for? What is the risk of unintended harm? Is there a potential 
for abuse by employees, the public, or the government? 

• The most concerning aspect of GradImages’ program is placing student photos on a public-
facing website where they are easily available, including to malicious parties. 

It is important to reiterate that GradImages makes available these photos on a website where anyone 
can search for someone who has had their photo taken. We worry this technology could perpetuate 
serious risks such as stalking, identity theft, and abuse to be perpetuated. Abuse is already disturbingly 
widespread on college campuses, affecting almost half of college-aged women16, and stalking affects 
over one in eight college-aged women.17 In the United States, many citizens share concerns regarding 
the use and abuse of their facial recognition data. These concerns appear to be legitimate due to the 
sensitivity of the data and the groups that can store and use this data.18 

student’s face — from their photo ID — we would expect that more than one face for each person is required to 
reliably train a facial recognition system. This gives us reason to think the system may fall far below industry 
standards for reliability. Moreover, GradImages’ technology may work less well when subjects are wearing hats, 
mortarboards, or sunglasses. If students are advised to remove sunglasses, hats, etc., in order to get photos, that 
may hold health risks or even violate the Americans with Disabilities Act (ADA), for those with light sensitivities. 
16 “43% of dating college women report experiencing violent and abusive dating behaviors including physical, 
sexual, tech, verbal or controlling abuse.” “Get the Facts & Figures.” National Domestic Violence Hotline. 
<https://www.thehotline.org/resources/statistics/> Accessed 2/24/20. 
17 “Over 13% of college women report they have been stalked. Of these, 42% were stalked by a boyfriend or ex-
boyfriend.” “Dating and Domestic Violence on College Campuses”. University of Michigan Sexual Assault 
Awareness and Prevention Center. Accessed 2/24/20. 
18 For example, many people were outraged when the tech company, Clearview AI, was exposed for their use of 
invasive facial recognition. This company utilizes facial recognition technology to obtain faces from many types of 
social media outlets and then provide them to law enforcement agencies. Hill, Kashmir. “The Secretive Company 
That Might End Privacy as We Know It.” The New York Times, The New York Times, 1/18/2020, 
<www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html>. Accessed 2/21/2020. 
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5. How do the most vulnerable users, i.e. those who might have good reasons to 
conceal their whereabouts, or underrepresented minorities, stand to be affected? 

• Facial recognition technology can have negative impacts for the most vulnerable members of 
Cal Poly’s community (1) by functioning less reliably for students of color and (2) by providing an 
attractive source of data for law enforcement agencies, which endangers Cal Poly’s commitment 
to create a safe space for undocumented students. 

Facial recognition systems have well-documented disparities in their reliability, depending on the race or 
skin tone of the person being identified, as well as gender and age.19 The technical reasons for this are 
not relevant for our discussion. However, this raises the possibility that students of color would be 
identified less reliably by this system. As a result, they are being asked to endure similar risks while 
being less likely to enjoy the benefits of the system. Specifically, while false positives raise obvious 
concerns about misidentification, as discussed above, false negatives could also be important, i.e. 
students of color would be less likely to receive their graduation photos, which capture a once-in-a-
lifetime moment. This raises questions of justice with regard to who is able to enjoy these benefits. 

GradImages does not publicize its rate of false positives and false negatives (anywhere that we could 
find), which is essential for any informed decision to use it, given that benefits need to be balanced 
against risks. 

Second, a database of facial images of students could provide an especially attractive target for law 
enforcement or immigration enforcement authorities. 

Government agencies, including immigration authorities, have an established record of seeking out data 
like this that might be useful in solving a crime — even when that crime is trivial.20 Moreover, the 
companies who hold the data will often comply when they get a subpoena rather than risk the cost of a 
legal battle. This is to say that simply accumulating the data is not a victimless act: it creates a pool that 

19 Associated Press. “Federal Study Finds Race, Gender Bias in Facial Recognition Technology.” USA Today, Gannett 
Satellite Information Network, 19 Dec. 2019, www.usatoday.com/story/tech/2019/12/19/facial-recognition-study-
finds-results-biased-race-gender-and-age/2704291001/. 
20 For example, “Immigration and Customs Enforcement (ICE) officials employed facial recognition technology to 
scan motorists’ photos to identify undocumented immigrants” and have used such databases as a “gold mine” to 
form “the bedrock of an unprecedented surveillance infrastructure” — not to search for wanted fugitives, but 
simply people trying to go about their lives. See Metz, Cade. “Facial Recognition Tech Is Growing Stronger, Thanks 
to Your Face.” The New York Times. 7/13/19. <www.nytimes.com/2019/07/13/technology/databases-faces-facial-
recognition-technology.html> Accessed 2/24/20; and Drew Harwell. “FBI, ICE find state driver’s license photos are 
a gold mine for facial-recognition searches.” Washington Post. 7/7/19. 
<https://www.washingtonpost.com/technology/2019/07/07/fbi-ice-find-state-drivers-license-photos-are-gold-
mine-facial-recognition-searches/> Accessed 2/24/20. 
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is an attractive target for law enforcement, and the mere existence of these data makes them 
vulnerable to misuse. In technology ethics, this is known as the “If you build it, they will come” principle. 

The data gathered by GradImages otherwise wouldn’t exist and are more easily subpoenaed, since a 
third-party vendor is holding it, or could be available without a subpoena. Once the data are created, Cal 
Poly is no longer in control, and the presence of these data in the hands of unidentified third parties 
undermines Cal Poly’s commitment to creating a safe campus for undocumented students. Note, for 
example, that Cal Poly states: 

The information a student shares with a college or university is protected by federal law and 
CANNOT be shared with anyone, including immigration officials… The school legally cannot 
share this information with third parties including the Department of Immigration and 
Naturalization (INS), now the Immigration and Customs Enforcement (ICE).21 

GradImages’ collection of these data could endanger current students if, say, several graduating 
students that the government knows to be undocumented should pose together with their friends who 
are underclassmen. This could leak the status of others or imply their undocumented status to ICE. Cal 
Poly should be prepared to weather a legal or PR storm if ICE subpoenas the faces of students who 
attended the graduation ceremony. 

6. Whose personal information might be collected “incidentally,” i.e. who are the 
bystanders who could also be affected? 

• Many others who are not Cal Poly students may have their photos collected, are less likely to 
expect this is taking place, and have even less opportunity to opt-out. 

Finally, many others who are not Cal Poly students may have their information incidentally collected in 
the background or periphery of these photographs: family, friends, faculty, staff, and so on. These 
parties are also impacted if they attend graduation. Many of the same concerns that were raised above 
apply here, especially if GradImages has the means to match faces of non-students with their identities. 
Some of these people, such as guests or parents, may be undocumented, even if students are not. 

The harms to these secondary parties are less worrisome — since, as far as we know, their photos are 
not being indexed and linked to their identities online. However, these people are less likely to expect 
this is taking place — for example, they are not the ones having their names read out publicly while 
being photographed crossing the stage. 

21 “Undocumented Students FAQ's”. Cal Poly. <https://dreamcenter.calpoly.edu/undocumented-students-faqs> 
Accessed 2/21/20. 

10 

https://dreamcenter.calpoly.edu/undocumented-students-faqs


 
 
 

  

 
       

             
 

 

  
 

        
      

       
           

 
 

            
 

     
        

 
 

         
        

      
            

 
 

           
   

           
          

            
     

 
     

            
   

 
        

        
           

11111 
Ethics + Emerging 
Sciences Group CALPoLY 

• Manage: Attempts to notify Cal Poly students to secure their consent about this program should 
extend to faculty, staff, family, friends, etc., in short: anyone who attends a graduation 
ceremony. 

Next Steps 

• Secure guarantees from GradImages that they will follow data collection and stewardship best 
practices. Their current practices raise several ethical red flags, including the transfer of data to 
unspecified third parties which could be outside of the United States. If GradImages is unable to 
provide these guarantees, consider terminating Cal Poly’s relationship with this vendor in the 
interest of protecting the privacy and safety of their student population. 

• Notify all attendees, before the graduation ceremony, that their faces could be collected, 
connected to their identities, stored, transferred to third parties, and made available in a 
publicly-accessible website. We suspect the reputational risk and outcry that that would follow 
from this widespread disclosure would be sufficient to cause Cal Poly to carefully rethink their 
partnership with GradImages. 

• Carefully examine whether the ethical and PR risks of this program are worth the benefits. 
What is ultimately at issue are our duties to students and other stakeholders, as well as a risk-
benefit calculation: whether the benefits of allowing a third-party vendor to collect and 
distribute these data justify the risks. We agree with Cal Poly’s own policies regarding data 
protection: 

All University information should be reviewed on a periodic basis and classified 
according to its use, sensitivity and importance to the University and in compliance with 
Federal and/or State laws. The level of security required will depend in part on the 
effect that unauthorized access or disclosure of those data values would have on 
University operations, functions, image or reputation, assets, or the privacy of individual 
members of the University community… 

Since these data have no obvious academic or public safety purpose, it is worth considering 
whether they should be collected and disseminated to third parties — and made publicly 
available — at all. 

• Consider banning the use of facial recognition on campus. Many other universities in the 
United States have pledged not use facial recognition on their campus. These schools include 
Boston College, the Massachusetts Institute of Technology, Rice University, New York University, 
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John Hopkins University, and many more.22 While we do not yet recommend that Cal Poly 
abandon this particular use of facial recognition, we do strongly recommend that Cal Poly make 
students aware of the policy, and take the suggested steps above for mitigating the ethical and 
PR risks brought by the technology. 

• Consider extending shared governance principles to data collection and governance policy to 
anticipate controversies that may arise in the future. It may be worth asking the Academic 
Senate formally for such an inclusion in the understanding of shared governance. 

• Perform further due diligence to answer the questions about how such a program came to be, 
in order to better understand the process that led to this vendor relationship arising, and 
targeting interventions into that process to avoid further controversies arising in part due to 
negligence of ethical concerns. For example: 

o Did Cal Poly know (or should they have known) that the company they hired was using 
facial recognition in this way? For example, were proposals submitted in response to an 
RFP for either campus photography or specifically graduation-related photography, and 
did this particular vendor disclose that they would be using facial recognition? 

o Was it a Cal Poly employee’s job to do diligence on this particular vendor before hiring 
them? 

o Was the information that the vendor uses facial recognition technology available at the 
time that GradImages was retained as a vendor, and did the Poly employee ignore it or 
miss it? 

o Was it clear at the time that GradImages would be transferring these data to other 
companies, including possibly those outside the United States, and also posting these 
pictures publicly? 

~ ~ ~ 

About the Ethics + Emerging Sciences Group 

Established in 2007 at California Polytechnic State University (Cal Poly), San Luis Obispo, the Ethics + 
Emerging Sciences Group is a non-partisan organization focused on risk, ethical, and social concerns 
related to new sciences and technologies. As a research and educational group, we are involved with 

22 Cameron, Dell. “Campaign to Ban Face Recognition at U.S. Colleges Gathers Steam.” Gizmodo, Gizmodo, 28 Jan. 
2020, gizmodo.com/campaign-to-ban-face-recognition-at-u-s-colleges-gathe-1841302162. 
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ethics and risk assessment, course development, publishing projects, media outreach, public lectures, 
and other activities to engage policymakers, business, academia, as well as the broader public on key 
issues in science and society. 

About the Primary Author 

Dr. Ryan Jenkins is an associate professor of philosophy and a senior fellow at the Ethics + Emerging 
Sciences Group at California Polytechnic State University in San Luis Obispo. He studies the ethics of 
emerging technologies, especially automation, cyber war, autonomous weapons, and driverless cars. His 
work has appeared in journals such as Ethical Theory and Moral Practice, and the Journal of Military 
Ethics, as well as public fora including the Washington Post, Slate and Forbes. 

This analysis also benefitted from input by Keith Abney (PHIL), Bruce DeBruhl (CSC), Zachary Rentz 
(PHIL), Patrick Lin (PHIL), and Parker Ornellas (PHIL). 

Contact 

Ryan Jenkins, Ph.D. 
Senior Fellow, Ethics + Emerging Sciences Group 
California Polytechnic State University 
Philosophy Department 
San Luis Obispo, CA 93407 
Email: ryjenkin@calpoly.edu 
Website: http://ethics.calpoly.edu 
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Appendix A: Ethical Primer on Privacy 

The most fruitful way of understanding privacy is not to ask what data are public and which are private, 
as if that were the only relevant question, and privacy were a binary property. Rather, privacy concerns 
“specific norms and expectations that govern communication among various parties at different times 
and places.”23 Thus, whether something is a privacy violation depends on whether it violates norms and 
expectations which vary by context. 

Concern about facial recognition varies broadly among the public and different applications of facial 
recognition fall along a spectrum of ethical risk. For example, hundreds of millions of users are 
comfortable using facial recognition to unlock their Apple iPhones with “FaceID.” Somewhere in the 
middle of this spectrum, runners in a marathon race might be comfortable with a technology that takes 
their picture along the running route24 while also being useful for catching cheaters.25 On the extreme 
end of the spectrum, Americans are usually aghast when learning of China’s system of ubiquitous 
surveillance of citizens, including their digital and physical activities,26 and Americans, by and large, are 
wary of efforts to surveil citizens using facial recognition.27 In order to evaluate the ethical risk of a 
technology that has impacts on privacy, to locate a technology along this spectrum of risk, we should 
consider several questions: 

1. What particular data are being collected? How sensitive are these data? 
2. Do users know — or could they reasonably know — that their data are being taken, stored, and 

used? 
3. Who owns and controls the data, and how responsible are they? How long are the data stored? 

Could the data be transferred to third parties who are untrustworthy? 
4. What are the data used for? What is the risk of unintended harm? Is there a potential for abuse 

by employees, the public, or the government? 

23 Lewis-Kraus, Gideon. “Facebook and the ‘Dead Body’ Problem.” New York Times. 4/28/2018. 
https://www.nytimes.com/2018/04/24/magazine/facebook-and-the-dead-body-problem.html. Accessed 2/17/20. 
24 FindBiometrics. “Facial Recognition Delivers Candid Pics to Illinois Marathon Runners.” 3/11/2018. 
<https://findbiometrics.com/facial-recognition-illinois-marathon-runners-505115/> Accessed 2/20/20. 
25 Simon Burnton. “Marathon efforts are increasingly normalised so cheats are trying to keep up.” The Guardian. 
12/29/19. <https://www.theguardian.com/sport/blog/2019/dec/29/marathon-metaphor-life-make-easier> 
Accessed 2/20/20. 
26 Editorial Board. “China’s Intrusive, Ubiquitous, Scary Surveillance Technology.” Washington Post, 17 Dec. 
2017. www.washingtonpost.com, https://www.washingtonpost.com/opinions/chinas-intrusive-ubiquitous-scary-
surveillance-technology/2017/12/17/49f25c64-e048-11e7-89e8-edec16379010_story.html. 
27 Auxier, Brooke and Lee Rainie. “Key Takeaways on Americans’ Views about Privacy, Surveillance and Data-
Sharing.” Pew Research Center, https://www.pewresearch.org/fact-tank/2019/11/15/key-takeaways-on-
americans-views-about-privacy-surveillance-and-data-sharing/. Accessed 5 May 2020. 
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5. How do the most vulnerable users, i.e. those who might have good reasons to conceal their 
whereabouts, or underrepresented minorities, stand to be affected? 

6. Whose personal information might be collected “incidentally,” i.e. who are the bystanders who 
could also be affected? 

These questions help us identify points of intervention to mitigate the ethical risk, and also to render an 
overall judgment on the application of this technology as acceptable or not. A nuanced appraisal of 
surveillance technology, such as facial recognition, requires answering each of these questions and 
considering the overall balance of benefits and potential for harm. 
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Appendix B: Background and Larger Controversy on Facial Recognition 

Several cities and college campuses have banned facial recognition over concerns about surveillance and 
tracking. San Francisco’s ban is perhaps the most notable of these.28 The ordinance, approved by San 
Francisco’s board of supervisors, reads, in part: 

The propensity for facial recognition technology to endanger civil rights and civil liberties 
substantially outweighs its purported benefits, and the technology will exacerbate racial 
injustice and threaten our ability to live free of continuous government monitoring.29 

Because San Francisco’s government banned the use of facial recognition by city departments, i.e. public 
entities, it is worth considering whether their concerns extend to Cal Poly as a public institution. Public 
institutions plausibly have a greater obligation to consider risks and take precautionary measures before 
deploying potentially harmful technologies. 

Furthermore, several colleges have moved to ban facial recognition, and several have in fact pledged not 
to use facial recognition on campus30 — including Stanford, Harvard, UCLA, and MIT.31 Concern has 
swelled on college campuses driven by related surveillance technologies, such as mobile apps that track 
student locations for attendance, mental health or other purported reasons.32 

28 Ghaffary, Shirin. “San Francisco’s Facial Recognition Technology Ban, Explained.” Vox, 14 May 2019, 
https://www.vox.com/recode/2019/5/14/18623897/san-francisco-facial-recognition-ban-explained. 
29 Ibid. 
30 Cox, Kate. “Advocates Ask Colleges to Avoid Facial Recognition as Surveillance Grows.” Ars Technica, 14 Jan. 
2020, https://arstechnica.com/tech-policy/2020/01/advocates-ask-colleges-to-avoid-facial-recognition-as-
surveillance-grows/. 
31 Fight for the Future. “Stop Facial Recognition on Campus.” Stop Facial Recognition on Campus, 
https://www.banfacialrecognition.com/campus/. Accessed 5 May 2020. 
32 See, for example: Harwell, Drew. “Colleges Are Turning Students’ Phones into Surveillance Machines, Tracking 
the Locations of Hundreds of Thousands.” Washington Post, 
https://www.washingtonpost.com/technology/2019/12/24/colleges-are-turning-students-phones-into-
surveillance-machines-tracking-locations-hundreds-thousands/. Accessed 5 May 2020. Paul, Deanna. “Colleges 
Want Freshmen to Use Mental Health Apps. But Are They Risking Students’ Privacy?” Washington Post, 
https://www.washingtonpost.com/technology/2019/12/27/colleges-want-freshmen-use-mental-health-apps-are-
they-risking-students-privacy/. Accessed 5 May 2020. Witz, Billy. “Orwellabama? Crimson Tide Track Locations to 
Keep Students at Games.” The New York Times, 12 Sept. 2019. NYTimes.com, 
https://www.nytimes.com/2019/09/12/sports/alabama-tracking-app.html. 
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