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«e®e f e l d b k | We surveyed 26 legal professionals—including District Attorneys, Deputy District Attorneys,
‘.‘ Pro eSSIona Fee ac cybercrime prosecutors, DA investigators, and digital forensics managers across California.
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Background
e Al-generated and manipulated images are becoming easier to create and harder to identify.

e Courtrooms increasingly rely on digital photo and video evidence, making authenticity verification Our St.ack | | o “Very soon, people will on/y put
more important. e Multiple detection methods analyze different forensic signals. _ _
e Their outputs are combined into a single confidence score. as much trust into pictures and

e Our project explores which forensic signals can be combined to better assess whether evidence is

authentic or Al-manipulated e This improves interpretability compared with relying on one

detector alone.

video as they do into writing: not
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Research Objective much.” response from our questionnaire form
1. ldentify the most useful methods for detecting Al-generated or manipulated images and videos.
2. Combine multiple forensic signals into one detection workflow. STACKED DEEPFAKE DETECTION SYSTEM
: : : Multiple independent methods analyze an image or video and combine their results to assess indicators of Al generation or manipulation.
3. Build and test a PrOtOtype tool that prOdUCeS an mterpretable confidence result. Each method provides complementary evidence; results are fused to produce an overall assssssment with explanations and limitations.

2. FORENSIC EVIDENCE
Low-level image and physical characteristics

3. Al DETECTION EVIDENCE

High-level content and temporal/context analysis

4. Gather feedback from legal professionals to guide future development. P —— e VENANCE EVIDENCE
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Important: This assessment indicates the presence or absence of technical indicators of Al generation or manipulation. It is not a definitive determination of authenticity
and should be considered alongside chain of custody, contextual information, and expert review.

Our goal is to integrate these methods into an expandable framework that can incorporate new
detection techniques as they emerge. Next Steps
e Present at the 2026 Elevator Pitch Competition through Cal Poly Center for Entrepreneurship and Innovation

e Pilot the prototype with the 12 respondents from our survey
e Introduce technology as evidence in actual cases get it upheld under Kelly/Frye standard.
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